[bookmark: a453791]Report and Support
Terms of Use for Staff Users
Please read these terms of use carefully as they contain important information on the use of the report and support web-service
[bookmark: a760750]What's in these Terms of Use?
These Terms of Use set out the University’s expectations of Staff-side Users (“Staff Users”) when using the Report and Support web-service (“Service”).
The Report and Support Service is operated by the University under a license provided by CultureShift Communications Limited (“Cultureshift”). We require all Staff Users to comply with these Terms of Use as any non-compliance would be a breach of the University’s Regulations for the use of IT Facilities and Learning Resources and also a breach of the University’s contract and license with Cultureshift.
[bookmark: a200679]Purpose of the Report and Support Service
The Service is provided to enable Front Line Users to report abuse, assault, bullying, harassment, and/or other forms of threatening behavior to the University, and to seek support from trained Staff Users and advisors in respect of these.
Who do these Terms of Use apply to?
These Terms of Use apply to all Staff Users including: the System Administrators, System Advisors and Content Managers for the Service.
There are separate “House Rules” which apply to Front-line Users (whether these are University Staff or otherwise) who submit reports (either anonymously or with personal details) through the Service.
By using and working on the Service you accept these terms
[bookmark: a403586]By using and working on the Service as a Staff User you confirm that you accept these Terms of Use and agree to comply with them.
[bookmark: a270590]Are there are other terms that apply?
[bookmark: a805187]Your work on and use of the Service is also subject to:
· The University’s Regulations for the Use of IT Facilities and Learning Resources;
· The Privacy Policy for the Service.
· For those Staff Users who make use of the “Forum”, this service is hosted by a third party “Knowledge Hub”.  Your use of the Forum is subject to compliance with Knowledge Hub’s terms of use.  These terms of use will be made available to you before you first access the Forum.  You should read these terms and ensure that you comply.
[bookmark: a515689]We may make changes to these terms
The University may amend these Terms of Use from time to time.  Any changes will be brought to your attention.
[bookmark: _Ref86682687]Security and passwords
Staff Users are reminded about the importance of security of access to the Service.  In particular you must:
· ensure your password for access complies with the University’s password policy and is kept strictly confidential; 
· login to the Service using multi-factor authentication (Google authenticator); 
· only use your administrative or access rights in line with the University’s and Cultureshift’s reasonable instructions and in line with any restrictions which have been imposed; 
· report any unauthorised access to the Service (or any attempt to gain access without authority).  Any unauthorised access must be reported to reportandsupport@shu.ac.uk who in turn must also report this to Cultureshift and internally to DTS (email: ITHelp@shu.ac.uk)
Content and Inappropriate Content
When introducing or uploading any guidance or content for the Service, Staff Users must take care not to:
· access, store, distribute, introduce, or transmit any viruses to the Service;
access, store, distribute, introduce, transmit or post or upload material that is:
· unlawful, harmful, threatening, defamatory, obscene, infringing, harassing or racially or ethnically offensive;
· could pose a security risk to either the University or any other Staff User or Front-line User;
· facilitates illegal activity;
· depicts sexually explicit images;
· promotes unlawful violence;
· promotes or encourages terrorism;
· is discriminatory based on race, gender, colour, religious belief, sexual orientation, disability; or
· infringe any copyright, database right or trademark of any other person.
(Inappropriate Content)
Cultureshift have the right to suspend the University’s access or suspend the Service until any such material has been removed.
If a Front-line User has included any Inappropriate Content in their report (which is not related or relevant to the matter being reported) you should consider whether to request that Cultureshift remove this content from the Front-line User’s report.
Other conditions applicable to Staff Users:
Staff Users must not:
attempt to reproduce, duplicate, copy or re-sell any part of the Service;
access without authority, interfere with, damage, or disrupt:
any part of the Service;
any equipment or network on which the Service is stored; 
any software used in the provision of the Service; or 
any equipment or network or software owned or used by any third party (including Cultureshift); or
attempt to obtain, or assist a third party to obtain, unauthorised access to the Service.
[bookmark: a981181]Breach of these Terms of Use
A breach of these Terms of Use is also a breach of the University’s Regulations for the Use of IT Facilities and Learning Resources.  The Regulations set out the action which we can take for any breach:
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